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Introduction to IT Security & Governance

Key Concepts

1. IT Governance

« Sits under the broader umbrella of corporate governance, distinct from, but
complementary to, information governance.

« Technology systems, hardware, software, and IT investments.

2. IT Security

« Sits under the broader umbrella of information management.

« Operational, technical, and tactical enforcement of standards.

3. Information Management
« Policies, procedures, technology, people - dictates what to protect and how to use it.
 Includes information security and information governance.
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Introduction to IT Security & Governance

Cybersecurity Planning

Cybersecurity Planning

1. Incident Response - provides clear procedures for responding to a cyberattack, enabling
a rapid and effective reaction to mitigate damage and restore systems quickly.

« This protects board assets and minimizes financial losses and recovery expenses.

2. Risk Management - allows the board to proactively identify assets and potential threats.

* Apply best practices for risk reduction, such as patching software vulnerabilities.

3. Business Continuity - a cybersecurity plan includes business continuity and disaster
recovery steps.

« Ensures normal operations can resume with minimal disruption after a security incident.
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Key Takeaways

Key Takeaways (Risk & $Money$)

 Adopt a Risk-Based Approach - instead of trying to protect everything equally, focus
resources on your most critical assets and the highest potential risks.

 Perform a Risk Assessment - Identify the most valuable data and systems within the
board, coupled with potential threats and impact to the delivery of the curriculum if compromised.

* Prioritize Investments - Allocate budget to address the highest-risk areas first. This
ensures funds are directed where they have the greatest impact on reducing risk.

« Align with Board Goals - Frame cybersecurity investments in terms of risk reduction
and resilience (e.g., avoiding a data breach, preventing downtime, maintaining
student/parent/faculty trust).
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Current Landscape

Lack of IT Governance

Lack of Formalized Governance:

« Governance Structure — Steering committees, project
intake/prioritization,

 IT Strategic Planning — Defined framework, scorecards, roadmaps,
trend analysis (KPIs).

* Business Continuity and Disaster Recovery Planning — Outdated
plans, siloed approach, plans not tested.

* Risk Management — Regular risk assessments, risk registers, managed
risks.
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Current Landscape

Why Governance Matters

In K—12, cyber risk is operational, reputational, and personal.

Operational Impact Reputational Impact Personal Impact
- Instruction disrupted (devices, « Media attention and loss of - Student and staff data
grading, attendance) community trust exposure
- Payroll/HR interruptions - Board scrutiny and political * Identity fraud / harassment risk
« Emergency communications pressure « Special education & health-
impaired * Vendor blame games during adjacent records sensitivity
- Recovery pulls staff away from incidents - Regulatory and legal
students « Long tail of “what did you obligations

know?” questions
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Current Landscape

The Governance Gap
We run IT” vs. “We govern risk”

Common Pattern: Good People, Unclear Oversight.

a

N

Decisions happen in pockets (schools, departments, vendors)
Limited independent audit of IT providers and controls
Security testing is irregular or “after an incident”

Risk is reported as activities, not outcomes

No consistent definition of “acceptable risk”

Today (symptoms)

4

Target state (what “good” looks like)

* Named owners: risk, privacy, vendors, and technical
controls

« Board-ready dashboard: risk, incidents, and remediation
status

« Scheduled assurance: audits, vulnerability mgmt,
penetration tests

» Vendor oversight: evidence (SOC 2), SLAs, right-to-audit
clauses

» Defined risk appetite and exception process (with
expiration)
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Current Landscape

Ad Hoc Approach to Cybersecurity

Ad hoc security feels responsive — but it creates blind spots.

« Controls vary by school/site; “security depends on who set it up”
* Projects bypass review to meet deadlines

 Exceptions accumulate without expiration

* Incidents trigger purchases rather than fixes

* No single view of risk or remediation progress

13



Current Landscape

Tool Sprawl
Tool Sprawl 100
90
« Panic Shopping for security tools — need to “do 80 ///
: ” 70
something’. “ //
« Tools can become attack surfaces — complexity % 4 —
. _ . ipeq 40 —
+ credentials = potential vulnerabilities. . e
« Overlapping tools are costly and give you the 20
illusion of safety. 10
0 . .
* Well-funded vendor marketing budgets convert Year 0 Year 1 Year 2 Year 3
fear Into pu rChaSG OrdeI'S —@— Perceived Value  =@= Real Risk Reduction

The NIST Cybersecurity Framework 2.0 addressed tool sprawl when it added GOVERANCE as a key pillar in
cybersecurity programs. The message is, security is an operational matter, not a transactional one. You measure it in
routines, not receipts.
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Current Landscape

Recent Events - PowerSchool

PowerSchool 2025 (Cloud/SaaS cyber event)

Cause — Compromised credentials (staff bypassed MFA which served as the gateway
for the hackers).

Damage — Millions of student records breached. PowerSchool paid a ransom of
approximately $2.85 million in Bitcoin in exchange for assurances that the data would
be deleted. However, the data was not deleted, and the threat actors subsequently
contacted individual school boards to demand additional ransoms in May 2025, using
samples of the stolen data as proof

Perpetrator - A 19-year-old college student, Matthew D. Lane, pleaded guilty to the
hack and related extortion attempts in May 2025 and was sentenced to four years in
prison.
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Current Landscape

Recent Events — City of Hamilton

City of Hamilton 2024 (on-premise cyber event)

Cause — Poor login security

Damage - This was a major, sophisticated ransomware attack that impacted
roughly 80% of the city's systems, including business licensing and property-
tax processing. The city refused an $18.5 million ransom demand and is in a
costly recovery process, estimated at over $18 million. The city's insurance
claim for some losses was denied due to the lack of fully implemented multi-
factor authentication (MFA) at the time of the breach.

Perpetrator - Unknown
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Recommended Approach

Documentation — The Big 7

D
@
®
®

Information Security Policy: Governance,
Risk Management, Al Usage, & Data Classification.

Vendor & Third-Party Risk: Vendor
Assessments, Contracts & Compliance.

Security Awareness & Acceptable Use:

Incident Response Plan (IRP): Detect, Report Incidents, Data Handling, & Training.

Contain, & Recover.

Al Governance & Risk Management:
Use Cases, Compliance, Audit, & Monitoring.

BCDR Policy: Recovery Time/Point Objectives,
Failover, & Testing.

DE@®

Access Control & Identity Management:
Monitoring, Logging, MFA, & Privileged Access.

Group Question: Does your Board have all of these in place?
18



Recommended Approach

Measurable Goals & Objectives — ICT Strategic Planning

Academic Technology Architecture Model (ATAM) — SAMPLE ASSESSMENT

Student Absence Reporting Work In Progress? Element Average
Optimized

Category: Student Absence Reporting (General)

1. Does the system meet Ministry requirements?

2. Does the system meet operational requirements?
Example: workflows, reporting, data integration

3. Does the system meet current and future business needs?

4. Does the system have an acceptable TCO?

Example: capital and operational costs
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Measurable Goals & Objectives — IT Strategic Planning

Academic Technology Architecture Model (ATAM) — SAMPLE SCORECARD

Parental Portal | Communication Broadcast System |RE=:CRRIEE ulndx 1 0l Board Website School Website Digital Signage
Social Media ) || Online Reporting Tool

Curriculum Technology

Business Academic

Financial Systems | Procurement Systems [§ Facilities Systems

i Case Management (INSTRUCTIONAL SERVICES) (D | EA Allocation Portal @




Recommended Approach

Measurable Goals & Objectives — Technology Roadmaps

Academic Technology Architecture Model (ATAM) — SAMPLE ROADMAP

IT Strategic Plan p '

Published: February, 2024 rojec
Penelope Pilot
(23-P-0042)

SDAS replacement
(23-P-0029)

Aspen Parent Portal
(23-P-0011)




Recommended Approach

Measurable Goals & Objectives — Measurable KPIs & Trend Analysis

Academic Technology Architecture Model (ATAM) — SAMPLE TREND ANALYSIS GRAPH

O ITsP2023 @ Update2025 @ Target State Curriculum Technology Elements

Technology Infrastructure O O O El tary Student Devi 01
Enterprise Solutions O O O

Secondary Student Devices 02
Curriculum Technology O O O
Integration & Data O O O CANEOI Jackn

Elementary Teache
Corporate Posture O O O nlugjr - . 04
Public Facing O O O

You can't manage what you don't measure

MATURITY RATING 22



Recommended Approach

Cybersecurity Program Management

Three ABCs of Cybersecurity Program Management:

¢ Alignment: Align cybersecurity goals with overall strategic business objectives supported
by sound GOVERNANCE.

¢ Budget and Risk Alignment: Focus the majority of the budget on mitigating high-
impact, high-probability risks driven by COLLABORATION throughout the board.

¢ Culture & Leadership: Champion a security-first culture by leading by example and

setting strict cybersecurity STANDARDS. This creates a "trickle-down" effect where
employees are more likely to take security seriously and participate in training.

23



Recommended Approach

Cybersecurity Program — Defined Frameworks and Analysis

NIST CSF v2.0 Identify

encased|T — SAMPLE NIST SCORECARD

Govern

Protect

Recover

Detect

Respond
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Business Continuity Program — Defined RTOs for Core Services

BUSINESS CONTINUITY PLAN (BCP) encasele —_ SAMPLE BCDR SCORECARD

Business Unit: Family of Schools
Administration e ,L
—l

. . Calculated Criticality .

APPLICATION & SYSTEM CATALOGUE
Service Name: Ministry of Education Initiatives

Adobe Creative Cloud @ ApplyToEducation @ PRIMARY
EasyConnect

Ministry of Education Initiatives 2-4 Weeks 17 ApplyToEducation @ @ Cloud - SaasS
Employee Tracking
Datacenter - Azure
Curriculum Budget Management 2-4 Weeks 15 @ Datacenter - Rogers
Desktop
Policy Creation 2-4 Weeks 3 @ Mobile
Professional Development 2-4 Weeks 4

Supervision of Administrative Staff 7 Days

- Formalize business continuity plans mapped
Family of Schools Responsibilities 24 Hours 72 } to ICT disaster recovery planning
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Risk Management Program — Structured Risk Registers

encased|T — SAMPLE RISK REGISTER

RISK ID RISKTITLE

25-R-AIM-0002 Skill/Role Shortage

RISK RESPONSE

Avoid

RISK ID RISKITLE

25-R-CS-0001 Asset Management
RISK RESPONSE

Mitigate

DESCRIPTION CATEGORY

Skills do not exist to fulfill the requirement for a Data Strategic
Scientist role €
IDENTIFIED [z CLOSED ESTIMATED COSTS OWNER

09/01/2025 N/A TBD Human Resources

DESCRIPTION CATEGORY.

Implement automated AM tool Operational
IDENTIFIED! [ CLOSED |ESTIMATED COSTS OWNER

10/10/2025 N/A TBD

Information Technology

RISK RATING

MODERATE

RISK RATING

MODERATE

STATUS

PENDING

STATUS
PENDING




Recommended Approach

Risk Management Program — Vendor Risk Assessments

encased|T — SAMPLE VENDOR RISK ASSESSMENT

Security Compliance Standards  Governance and Accountability = Data and Access Control

SECURITY COMPLIANCE STANDARDS

Question Response

1.Do you have a current SOC 2 attestation report issued by an independent auditor?
Please upload the report.

2.Do you hold a valid ISO 27001 certification issued by an accredited certification body?
Please upload certification.

3.Are you compliant with the NIST Cybersecurity Framework (CSF) 2.0?

4.Are you compliant with the CIS Critical Security Controls (CIS 18)?
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How Do We Get There?

A risk-led plan that creates visibility fast — then optimizes.

Days

0-180

6-12

Years

1-3

Establish governance, policies + baseline visibility

e Approve an IT governance charter (roles, cadence, escalation)
e Establish an IT Governance Committee & develop an IT strategy (roadmap)
e Develop core policies (InfoSec, BCDR, IRP, Access Control, Vendor Management)

Rationalize tools + operationalize metrics

e Perform a business impact assessment (BIA), third-party vulnerability assessment,
e Map tools to capabilities; identify overlap and gaps

e Publish a board-ready dashboard (trending, scorecards, readiness)

Continuous improvement & roadmap delivery

e Risk management program
e Business Continuity Program (BCP)
e |T Strategy updates and target states

28
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THANK-YOU

For additional videos and information please visit encased|T.com and eva-technologies.com

Contacts
Gary J. Walker: Gary.Walker@encased|T.com
Eric Parent: eparent@logicnet.ca

Unauthorized use, reproduction, or distribution of any content without prior written consent is strictly prohibited.
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