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Re: Bill 194 an n he Enhancing Digital ri nd Trust Act,_2024

On behalf of the Ontario Catholic School Trustees’ Association (“OCSTA”) we are pleased to provide
you with our submission on Bill 194. The purpose of our submission is to provide our recommended
changes to the proposed legislation. The thoughts and recommendations contained in this submission
follow consultation with Ontario’s 29 English Catholic school boards.

Bill 194 Background:

The bill addresses cyber security and artificial intelligence systems at public sector entities. Public
sector entities are institutions within the meaning of the Freedom of Information and Protection of
Privacy Act and the Municipal Freedom of Information and Protection of Privacy Act, children’s aid
societies and school boards.

The bill also proposes to develop regulations regarding cyber security at all school boards, requiring
them to develop and implement cybersecurity programs. Regulations may also set technical standards
respecting cyber security.

The legislation as well proposes that school boards may be required to comply with requirements
respecting the use of artificial intelligence, including requirements to provide information, to develop
and implement accountability frameworks and to take steps respecting risk management. In prescribed
circumstances, school boards may also be required to disclose information and ensure an individual
provides oversight of the use of an artificial intelligence system. The regulations may also set technical
standards respecting artificial intelligence system.

The bill also addresses digital technology affecting individuals under age 18 as it relates to children’s
aid societies and school boards. Such regulations may be made respecting the collection, use,
retention, and disclosure of digital information relating to individuals under the age of 18. Regulations
may also set technical standards respecting this information and digital technology.
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OCSTA’s Position and Concerns:

OCSTA generally welcomes the proposed legislation that will provide new tools to prevent and respond
to cyber security threats and safeguard critical public services, while also strengthening safeguards for
children under 18 personal information and lay the foundation for the ethical use of artificial intelligence
in the identified public sector entities. We also welcome the government’s commitment to consult with
trustee associations regarding the content of the regulations proposed in the bill.

OCSTA supports the objectives of the bill, as stated in its preamble:

< Believes that cyber security in the public sector should be strengthened.

« Believes that artificial intelligence systems in the public sector should be used in a
responsible, transparent, accountable, and secure manner that benefits the people of
Ontario while protecting privacy.

« Recognizes that digital information and technology related to children warrants special
protection.

However, while the proposed legislation aims to enhance cyber security and privacy protections, the
practical challenges of implementing these measures in the educational sector will be substantial and

require effective planning, resource allocation, and stakeholder engagement.

As you may know, approximately 10 publicly known cybersecurity incidents have occurred across nine
school boards in Ontario since September 2019. Since 2018, 30% of Ontario school boards have made a
claim to the Ontario School Boards’ Insurance Exchange (OSBIE) in relation to a cyber-attack. The
impact of cybersecurity attacks can be financially devastating to school boards with ransom payments
on average over $1M, plus hundreds of thousands of dollars in payments to legal and cyber consultants
to assist boards in managing the recovery. Cyber-attacks represent one of the highest operational risks
for all Ontario school boards.

School boards seem to be viewed as targets for cyber-attacks because of the vast amounts of sensitive
and confidential data they hold on employees and students and because a number lack robust
cybersecurity defenses and adequate incident response and disaster recovery plans. According to
Statistics Canada, incidents of cybercrime in Canada is increasing on average 23% each year and have
almost doubled since 2014. (https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=3510000101).

Upgrading cybersecurity measures and ensuring compliance with new privacy regulations are costly
endeavors. For example, many vendors operate on outdated technology that may not integrate with
advanced cybersecurity measures. Upgrading these systems is a significant technical and financial
challenge for school boards.

In addition, implementing and maintaining compliance with the new cybersecurity requirements will
increase administrative tasks for school board staff. This will divert resources from other educational
priorities. Ensuring compliance with the new cybersecurity standards will also require substantial
investments in staff training to handle cyber threats effectively.

The requirement for mandatory cyber incident reporting to the government may conflict with the advice

of incident responders and legal counsel when managing a cybersecurity incident. This could lead to
delays and complicate the response process, potentially exacerbating the impact of an incident.
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The legislation emphasizes protecting children's personal information and preventing inappropriate data
practices. While this is very important, the implementation of such measures must be carefully managed
to avoid disrupting educational activities and access to digital resources that students and staff rely on.
This could result in educators losing the ability to choose educational resources for their classroom and
having to work within only approved applications and services. For example, we will need to review,
vet, and perform a Privacy Impact Assessment (PIA) on all Chrome extensions and computer
applications used within the board.

Regarding Artificial Intelligence systems (Al), are at the initial stages of reviewing and implementing
some “generative Al tools” to assist students and educators. For example, generative Al tools can
provide teachers and students individualized support for learning across subjects effectively (math,
reading, writing support). These tools can also accelerate goal setting and planning for teachers, while
reducing administrative burdens allowing more time with students.

While Al may offer significant benefits for educators and students, ensuring its ethical use requires
thoughtful planning and oversight. Establishing governance frameworks and monitoring systems will be
complex and resource intensive.

In addition, Al tools have many risks in the education context. Protecting student data and related
concerns around confidentiality is critically important. Also. these Al tools must be designed to ensure
they are accessible for all students, including students with special needs and disabilities. Al systems
can inadvertently perpetuate inequity if they're not carefully designed and monitored. This is
particularly critical when these systems are used to evaluate students or make decisions that affect their
educational paths.

OCSTA Recommendations:
Cybersecurity:

< The Ministry of Public and Business Service Delivery establishes ongoing consultation
mechanisms with OCSTA, and other education sector stakeholders, in the drafting of
regulations affecting school boards.

< That the Ministry and government generally increase multi-year funding in support of the
development and implementation of cyber security policies and long-term sustainable risk
management frameworks. For example, the government should consider dedicated funding
targeted for cybersecurity, including yearly funding to staff, train and support IT departments.

» That the government establish coordination mechanisms between the various Ministries
involved in cybersecurity regulations and related agencies (for example, Cybersecurity Centre of
Excellence, Education Computing Network of Ontario) and school boards to ensure a consistent
approach to the regulations.

< Ensure school boards have sufficient resources for staff training in new cyber security protocols
and privacy reporting regulations.

< Ensure that mandatory incident reporting to the government does not complicate response
protocols of school boards.
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Artificial Intelligence:

« The Ministry of Public and Business Service Delivery, in coordination with the Ministry of
Education, consult with OCSTA and other education sector stakeholders, in the design of
regulations regarding risk management, information to the public, accountability frameworks,
including the form and content of accountability frameworks for school boards.

« The Ministry consider the following in the design of regulations that impact the publicly funded
education sector:

1. The Al regulatory framework to promote student achievement/welfare and prevent
misuse of Al technologies that could negatively impact student achievement and well-
being.

2. Test and adopt emerging Al technologies and tools for ensuring staff and learners data
privacy protection and data security.

3. Develop comprehensive data protection regulations to ensure the ethical, non-
discriminatory, equitable, transparent, and auditable use and reuse of learners’ data.

4. Ensure educators implementing Al technology within the classroom are familiar with the
system’s effectiveness, implementation constraints, pedagogical design approach, and
intended (and potentially unintended) uses of the Al system.

Thank you for providing us with the opportunity to comment on Bill 194: An Act to enact the Enhancing
Digital Security and Trust Act, 2024 and we trust that you will seriously consider our concerns and
recommendations.

If you have any questions or concerns, please do not hesitate to contact me directly at
mbellmore@ocsta.on.ca

Yours sincerely,

Michael Bellmore
President
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